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1 Introduction 

Introduction 
One of SharePoint’s key workloads is as a web content management system (CMS).  Its publishing 

features can be used for internal facing sites such as a corporate Intranet, as well as a public facing 

website or an Extranet. 

Cloud has been the trend for several years now (not just at Microsoft, but the technology world in 

general) and we often get asked what the cloud strategy is for public web sites on SharePoint.  Office 

365 has gained tremendous momentum for internal SharePoint collaboration in the cloud.  It used to 

have a public website component, but was never appropriate for anything more than the smallest 

organizations, and has been discontinued by Microsoft. 

Azure is also a big part of Microsoft’s cloud strategy.  It has many services within it, but it is the 

Infrastructure as a Service (IaaS) which is most appropriate for this discussion.  This service allows the 

creation of very large and complex computing systems in the Microsoft cloud.  Microsoft takes care of 

the computing, storage, networking, and other lower levels of the computing stack.  Clients can then 

build a network of virtual machines (VMs) to install their software on, including Microsoft SharePoint. 

As this is not a Software as a Service implementation, clients are still responsible for building and caring 

for their environments.  Monitoring, patching and remediation of the virtual servers is still the client’s 

responsibility. 

Having said that there are many advantages to an IaaS strategy for your public web site or Extranet built 

on SharePoint.  Some of the key ones are: 

 No need to build out on premise infrastructure can significantly shorten launch timelines 

 Changes a capital hardware and software investment to an operating subscription expense 

 Creates a highly elastic environment that can adapt to changing business requirements 

 Highly available architectures with georeplication provide both guaranteed uptime and a robust 

disaster recovery strategy 

This document proposes a high-availability architecture for a SharePoint 2013 farm that is hosted in 

Azure and intended to host one or more public web sites or Extranets.  It goes through the proposed 

architecture, recommended sizing, pricing, and options.  It also provides an alternative minimal highly 

available architecture, and a non-highly available option.  However, this document does require a 

working knowledge of SharePoint farm architecture. 
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2 Public Website Azure Architecture 

Executive Summary 
There are many different variables that determine what a recommended SharePoint architecture should 

be.  For the purposes of the public websites and Extranets discussed in this article, the main ones are the 

load the site(s) will be under, the requirement for high availability, and the transactional nature of the 

site. 

Most businesses automatically assume that high availability is required for all sites, until they 

understand the costs associated.  Both up-front license costs and ongoing Azure subscription costs more 

than double to provide high-availability.  If the organization decides that these costs are beyond their 

budget, then the four server non-highly available option is best. 

If a site has been determined to need to be highly available, then the next question is how transactional 

it is.  If it is an informational site, or if the transactions being served up from it are not actually stored in 

SharePoint, then the highly available six server farm with SQL log shipping makes sense.  All content in 

SharePoint is stored in SQL databases.  If the primary SQL Server fails, SharePoint will automatically fail 

over to the standby server.  Since this server receives backup updates typically every 5-15 minutes, it 

may not have the absolute most up to date information, but the site will remain up and functional for 

visitors.  It should be configured to be in a read-only state, so that content authors don’t make updates 

in the backup database, and moving back to the primary database will require manual intervention. 

If the site not only needs to be highly available, but also has a transactional component (such as an 

Extranet where external site users are contributing content to the site for business processes), then the 

highly available eight server farm should be selected, with SQL Server AlwaysOn implemented.  This 

requires the Enterprise license for SQL Server, but ensures that the site automatically switches to the 

standby SQL Server with no delay, which has a complete copy of all updates.  Updates can continue to 

happen, and the farm will heal itself automatically when the primary SQL Server comes back online. 

A pricing summary of these options follows on the next page.  It summarizes the monthly Azure 

subscription costs, as well as the up-front license costs.  Since SQL Server can be licensed up front or as 

part of the monthly subscription, both of those scenarios are provided.  

http://www.envisionit.com/Home/


 

 

3 Executive Summary 

Pricing Summary 
There are three main architectures proposed in this document, along with sub-variations on each of 

those.  The details are explained through the balance of the document, which this section summarizes 

from a pricing perspective. 

Farm Size SQL Version SQL Licensing  Monthly 

Azure  

 Up-Front 

Licensing  

Highly Available 

8 Servers 

SQL Enterprise 

Always On 

Azure $ 4,342  $ 36,624  

Purchased $ 3,165  $ 73,632  

SQL Standard 

Log Shipping 

Azure $ 3,479  $ 36,624  

Purchased $ 3,165  $ 46,294  

Highly Available 

6 Servers 

SQL Standard 

Log Shipping 

Azure $ 2,481  $ 18,312  

Purchased $ 2,167  $ 27,982  

Non-Highly Available  

4 Servers 

SQL Standard Azure $ 1,912  $ 18,312  

Purchased $ 1,598  $ 27,982  

 

Azure pricing is Canadian dollars based on the full retail pay as you go pricing available online at 

http://azure.microsoft.com/en-us/pricing/calculator/.  

SharePoint and SQL Server up-front licensing is based on the Microsoft Open License pricing published 

at http://www.cdw.ca.  
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4 Public Website Azure Architecture 

Architecture Overview 
There are two main architectures being proposed in this document.  The recommended approach is a 

high-availability farm.  SharePoint farms are typically composed of three main tiers.  These are the web 

front-end, app, and database tiers.  As a high-availability farm, each of the tiers in the SharePoint 

architecture are redundant.  This is required in Azure in order to get the full 99.95% SLA guarantee for 

uptime on virtual machines.  See http://azure.microsoft.com/en-us/support/legal/sla/. 

An alternative approach is to have a single instance implementation.  This is not to say there is a single 

server, just that each tier has a single instance.  The storage for all the VMs is still highly available and 

protected by replicating across three physical copies.  While the individual servers may go down 

unexpectedly, the storage will still be protected.  The equivalent on premise experience would be an 

unexpected power outage or server reboot. 

In both cases the farm is in its own independent domain.  One or more domain controllers are part of 

the farm in Azure.  A site to site VPN provides connectivity from the on premises network, and a one-

way trust allows accounts in the on premises AD to log on and manage the SharePoint farm, both from a 

content authoring perspective and for remote desktop management of the servers. 

Licensing of the farm can be a combination of Azure and standard licensing.  All of the server OS 

licensing is provided as part of the Azure virtual machine subscriptions.  SQL Server licensing can also be 

done this way, or traditional core licenses can be purchased through traditional channels such as a Large 

Account Reseller or Enterprise Agreement.  Server licenses for the SharePoint servers need to be 

purchased this way. 
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5 High Availability Solution Architecture 

High Availability Solution Architecture 
In a high availability implementation, each of the tiers (SharePoint web front-end, SharePoint App 

Server, SQL Server, and Active Directory domain controllers) are duplicated for high availability.  This 

ensures that if one of the instances goes offline, the system as a whole continues to function. 

A suggested three-tier SharePoint farm is illustrated below.  In addition to the three SharePoint tiers, 

there is also a pair of domain controllers for the Active Directory domain that all the Azure servers 

belong to. 

 

SQL Server 2014 
Availability Group

Web Front-end 
server (P-WFE-1)

Web Front-end 
server (P-WFE-2)

Application 
server (P-APP-1)

Application 
server (P-APP-2)

P-SQL-1 
(primary)

P-SQL-2
(secondary)

Load Balancer

Availability set

Site-to-Site VPN
Or

AD FS Trust

On Premises 
Network

P-AD-1 P-AD-2

On Premises
AD

Availability set

Availability set

Availability set

virtual network

Quorum
Witness

 

Virtual machines in Azure are subject to both planned and unplanned maintenance events.  Planned 

events are periodic updates made by Microsoft to the underlying Azure platform to improve overall 

reliability, performance, and security of the platform infrastructure that the virtual machines run on.  

Unplanned maintenance events occur when the hardware or physical infrastructure underlying your 

virtual machine has faulted in some way.  See http://azure.microsoft.com/en-

us/documentation/articles/virtual-machines-manage-availability/ for more details. 

http://www.envisionit.com/Home/
http://azure.microsoft.com/en-us/documentation/articles/virtual-machines-manage-availability/
http://azure.microsoft.com/en-us/documentation/articles/virtual-machines-manage-availability/


 

 

6 Public Website Azure Architecture 

In order to mitigate the impact of these events, each pair of machines is a member of an availability set.  

This ensures that each machine in the set is placed in a separate rack with independent power and 

network.  Planned maintenance events (which may result in a reboot of your VM) will be restricted to 

one of the machines at a time, in order to maintain uptime. 

From the opposite perspective, affinity groups are used to ensure that optimal performance is provided 

within the farm.  While availability sets ensure machines are in separate racks, affinity groups ensure 

that they are as close to each other as possible to minimize latency and ensure high performance. 

For the web and app tiers, the network load balancing features of Azure ensure that traffic is split 

between each pair of servers, and if one server goes offline, all traffic is directed to the other server.  

SQL is more complicated, as it is continuously updating into the various SharePoint databases.  For SQL 

the Enterprise version is required, and the Availability Groups feature of SQL is used to ensure uptime 

and data consistency between the two SQL Servers, both of which need to be licensed for SQL 

Enterprise. 

SQL Server Infrastructure 
High performance of a SharePoint farm is highly dependent on the performance of the underlying SQL 

Server infrastructure.  All content in SharePoint is served from SQL databases.  Proper SharePoint 

configuration of caching helps reduce the dependency on SQL, but it is still significant.  Refer to 

http://blog.petercarson.ca/Pages/Performance-Tuning-Quick-Tips-for-MOSS-and-SharePoint-2010.aspx 

for tuning tips which also apply for SharePoint 2013. 

Ultimately, SQL performance is highly dependent on the underlying performance of the server’s disk 

subsystems.  This is equally true on premises and in Azure.  Standard Azure VMs use SAN storage as 

their underlying storage mechanism.   

Microsoft recently announced D-Series virtual machines 

(http://azure.microsoft.com/blog/2014/09/22/new-d-series-virtual-machine-sizes/) which as well as 

having faster Intel based processors, also have local SSD storage.  However this storage is only non-

persistent storage, which means if the server reboots in a different Azure host, the storage contents are 

lost.  Therefore it can only be used for temporary storage such as paging files.  Microsoft does 

recommend that it can also be used for tempdb storage, which is used extensively by SQL Server. 

To augment the storage, Microsoft also recently announced Premium Storage to go with the D-Series 

machines (http://azure.microsoft.com/blog/2014/12/11/introducing-premium-storage-high-

performance-storage-for-azure-virtual-machine-workloads/).  These are additional SSD persistent 

storage that can be added to your VMs.  This is ideal for SQL Server implementations. 

SQL Server underlying storage consists of data and transaction log files.  Data is read and written to the 

data files, and the log files are written as database updates occur to keep a history of those changes. In 

order to best optimize the performance of SQL Server, dedicated disk volumes should be allocated to 

each data file and log file, or groups of them.  A typical implementation consists of separate disk sets for 

http://www.envisionit.com/Home/
http://blog.petercarson.ca/Pages/Performance-Tuning-Quick-Tips-for-MOSS-and-SharePoint-2010.aspx
http://azure.microsoft.com/blog/2014/09/22/new-d-series-virtual-machine-sizes/
http://azure.microsoft.com/blog/2014/12/11/introducing-premium-storage-high-performance-storage-for-azure-virtual-machine-workloads/
http://azure.microsoft.com/blog/2014/12/11/introducing-premium-storage-high-performance-storage-for-azure-virtual-machine-workloads/


 

 

7 High Availability Solution Architecture 

the user data file, user log files, tempdb data files, and tempdb log files.  These should all be separate 

from the OS disks as well.   

In Azure the OS volume is already provided as part of the VM.  While SQL Server executables can be 

installed on this volume, no SQL data or log files should be on this.  An additional temporary SSD drive is 

also provided with the D Series VMs.  Microsoft does support using this disk for tempdb storage.  Two 

additional SSD disk sets should be configured for the user data and log files. 

For many public web sites, content size are not expected to be very large relative to a typical SharePoint 

farm used for document and records management.  It would also typically not grow at a rate like we 

would see in a collaboration site where documents are continuously being uploaded and versioned.  

Therefore the SSD selection is less about capacity and more about performance.  Multiple SSDs can be 

combined into arrays to increase the performance.  We need to determine the appropriate disk type 

and quantity for the farm.  IOPS (I/O Operations per second) are the most important metric for SQL.  The 

disk system will need to be duplicated on each of the SQL Servers. 

Disk Types P10 P20 P30 

Disk Size 128 GB 512 GB 1,024 GB 

IOPs per disk 500 2,300 5,000 

Throughput per disk 100 MB / second 150 MB / second 200 MB / second 

 

SQL Server High Availability 
Designing your SQL infrastructure to be highly available is the most complex, and potentially most 

expensive portion of building a highly available SharePoint farm.  Not all of the options are available in 

Azure, as there is no concept of shared storage through a SAN or direct attached storage as you would 

have on premises. 

There are a number of options available within the Azure hosted scenarios.  These choices depend on 

the version of SQL installed.  The best solution technically is to use SQL Server 2014 Enterprise with 

AlwaysOn Availability Groups, but this comes at a cost.  Alternatives available in Standard Edition are 

database mirroring or log shipping.  Below is a comparison of the different options for a 2-node SQL 

infrastructure.  Note that database mirroring is deprecated since SQL Server 2012, and although it is still 

available in SQL Server 2014 it is not recommended by Microsoft. 

AlwaysOn Availability Groups Database Mirroring Log Shipping 

Requires Enterprise Supported on Standard Supported on Standard 

Both servers require licenses Only Active server licensed Only Active server licensed 

Minimal latency on failover Latency of seconds for failover Minimal latency on failover 

System behaves normally and 
restores back automatically 

System behaves normally but 
requires a manual backup and 
switchover back to primary 
node to complete recovery 

Some content may not be there 
depending on log backup 
schedule (typically every 5-15 
minutes) 
Should be considered a read-
only copy, no content authoring 

http://www.envisionit.com/Home/


 

 

8 Public Website Azure Architecture 

When primary is restored, 
normal operations manually 
switched back to primary node 

 

If cost is not a concern, then the recommendation should be AlwaysOn Availability Groups.  The 

Enterprise licensing for the two SQL Servers can dramatically increase the costs, so if that is a concern 

then Log Shipping should be considered.  Since this is a public web site and not a collaboration space, it 

is more important to maintain the site for visitors during a partial outage than for content authors.  Log 

shipping achieves this. 

SQL Server Licensing 
The Microsoft SQL Server 2014 Licensing Guide provides a good overview of the licensing requirements 

for SQL Server.  In a public website scenario, core licensing is required since named users are not known.  

Each virtual core in the Azure VM for the SQL Server needs to have a core license assigned.  This can be 

done through traditional purchased licenses with Software Assurance and assigned to the Azure VM, or 

the SQL license can be part of the monthly Azure subscription cost for the VM. 

There will be at least two SQL Servers in a high-availability scenario.  The high availability scenarios 

described in this document both have a pair of SQL Servers.  Since the second server is being used as a 

passive server that is only needed or used in the case that the primary active server fails, it does not 

need to be licensed for SQL Server. 

  

http://www.envisionit.com/Home/
http://go.microsoft.com/fwlink/?LinkId=230678


 

 

9 Recommended Farm Size 

Recommended Farm Size 
The recommended farm sizing below draws from the published TechNet recommendations found at 

Hardware and software requirements for SharePoint 2013.  However prior to launching any site, 

extensive load testing should be performed against the actual site content to ensure that the farm can 

support the expected site traffic. 

VM Sizing 
 

Server Description Quantity VM Cores RAM 

(GB) 

P-WFE SharePoint Web Front-End 2 D3 4 14 

P-APP SharePoint App Server 2 D3 4 14 

P-SQL SQL Server (no Azure SQL license) 2 D3 4 14 

P-AD Active Directory Domain Controller 2 A1 1 1.75 

 

SQL Drive Configuration 
 

Drive Description Type Size 

Gb 

IOPS Throughput 

MB / sec 

C: OS drive provisioned with VM     

D: SSD temporary drive provisioned 

with VM 

Tempdb data and log files 

Paging file 

    

E: SQL databases data volume P30 1,024 5,000 200 

F: SQL databases log volume P30 1,024 5,000 200 

 

  

http://www.envisionit.com/Home/
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Pricing 
The table below lists out the items that would be on the Azure subscription for the farm.  These are full 

Canadian retail pricing based off the Azure calculator at http://azure.microsoft.com/en-

ca/pricing/calculator.  Depending on the type of organization and licensing agreements in place with 

Microsoft, pricing will vary and should be confirmed with Microsoft or a reseller. 

There are two options in the pricing listed below.  The first is where the required SQL Server licenses are 

purchased and deployed to Azure.  In the second option, the licenses are rented as part of the Azure 

subscription.  In both cases SharePoint Server licenses are also required.  Software Assurance is also 

required for any software license to be used in Azure. 

In order to build a highly available SQL farm in Azure, SQL Server 2014 Enterprise Edition is 

recommended.  While Standard Edition could be used with database mirroring, it doesn’t provide the 

automatic recovery from failures, and is a deprecated feature of SQL Server that will not be supported in 

versions after SQL Server 2014. 

Scenario Monthly 
License 
Purchase 

Purchased SQL Standard Licensed Farm Total $ 3,165  $ 46,294  

Purchased SQL Enterprise Licensed Farm Total $ 3,165  $ 73,632  

Azure SQL Standard Licensed Farm Total $ 3,479  $ 36,624  

Azure SQL Enterprise Licensed Farm Total $ 4,342  $ 36,624  

 
 

Purchased SQL Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End 2 D3 4 14 $ 499  $ 998  

P-APP SharePoint App Server 2 D3 4 14 $ 499  $ 998  

P-SQL SQL Server (no Azure SQL license) 2 D3 4 14 $ 499  $ 998  

P-AD Active Directory Domain Controller 2 A1 1 1.75 $ 71  $ 141  

 

Azure SQL Standard Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End 2 D3 4 14 $ 499  $ 998  

P-APP SharePoint App Server 2 D3 4 14 $ 499  $ 998  

P-SQL SQL Server with SQL 2014 Standard 1 D3-SQL-Std 4 14 $ 813  $ 813  

P-SQL SQL Server  1 D3 4 14 $ 499  $ 499  

P-AD Active Directory Domain Controller 2 A1 1 1.75 $ 71  $ 141  

 

Azure SQL Enterprise Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End 2 D3 4 14 $ 499  $ 998  

P-APP SharePoint App Server 2 D3 4 14 $ 499  $ 998  

http://www.envisionit.com/Home/
http://azure.microsoft.com/en-ca/pricing/calculator
http://azure.microsoft.com/en-ca/pricing/calculator


 

 

11 Recommended Farm Size 

P-SQL SQL Server with SQL 2014 Enterprise 1 D3-SQL-Ent 4 14 $ 1,676  $ 1,676  

P-SQL SQL Server with SQL 2014 Enterprise 1 D3 4 14 $ 499 $ 499 

P-AD Active Directory Domain Controller 2 A1 1 1.75 $ 71  $ 141  

 

Additional Azure Requirements    

Item Description Quantity  Unit Cost   Cost  

 VM Blob Storage (GB) 1200 $ 0.0252  $ 30  

 SSD Premium Storage     

Bandwidth      

Support      

 

License Requirements    

Item Description Quantity  Unit Cost   Cost  

 SharePoint Server 4 $ 9,156  $ 36,624  

 SQL Server 2014 Enterprise Core 4 $ 9,252  $ 37,008  

 SQL Server 2014 Standard Core 4 $ 2,417  $ 9,670  
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12 Public Website Azure Architecture 

Minimal Highly Available Option 
Depending on the expected load on the site, a reduced number of servers could be provisioned and high 

availability still provided.  Rather than having separate Web Front End and App server tiers, these could 

be combined into one tier.  This would move all the batch processing functions (timer jobs, search 

crawls, etc.) onto the WFEs.  As long as the peak site load could still be sustained on the single tier, this 

would be an acceptable solution that would reduce the licensing and operational costs. 

The suggested architecture would then be as illustrated below. 

SQL Server 2014 
Availability Group

Web Front-End / 
App

Server (P-WFE-1)

Web Front-End / 
App 

Server (P-WFE-2)

P-SQL-1 
(primary)

P-SQL-2
(secondary)

Load Balancer

Availability set

Site-to-Site VPN
Or

AD FS Trust

On Premises 
Network

P-AD-1 P-AD-2

On Premises
AD

Availability set

Availability set

virtual network

Quorum
Witness

 

Pricing 
 

Scenario Monthly License 
Purchase 

Purchased SQL Licensed Farm Total $ 2,167  $ 27,982  

Azure SQL Standard Licensed Farm Total $ 2,481  $ 18,312  

Azure SQL Enterprise Licensed Farm Total $ 3,344  $ 18,312  

 
Purchased SQL Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End / App 2 D3 4 14 $ 499  $ 998  

P-SQL SQL Server (no Azure SQL license) 2 D3 4 14 $ 499  $ 998  

P-AD Active Directory Domain Controller 2 A1 1 1.75 $ 71  $ 141  

http://www.envisionit.com/Home/
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Azure SQL Standard Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End / App 2 D3 4 14 $ 499  $ 998  

P-SQL SQL Server with SQL 2014 Standard 1 D3-SQL-Std 4 14 $ 813  $ 813  

P-SQL SQL Server  1 D3 4 14 $ 499  $ 499  

P-AD Active Directory Domain Controller 2 A1 1 1.75 $ 71  $ 141  

 

Azure SQL Enterprise Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End / App 2 D3 4 14 $ 499  $ 998  

P-SQL SQL Server with SQL 2014 Enterprise 1 D3-SQL-Ent 4 14 $ 1,676  $ 1,676  

P-SQL SQL Server with SQL 2014 Enterprise 1 D3 4 14 $ 499 $ 499 

P-AD Active Directory Domain Controller 2 A1 1 1.75 $ 71  $ 141  

 

Additional Azure Requirements    

Item Description Quantity  Unit Cost   Cost  

 VM Blob Storage (GB) 1200 $ 0.0252  $ 30  

 SSD Premium Storage     

Bandwidth      

Support      

 

License Requirements    

Item Description Quantity  Unit Cost   Cost  

 SharePoint Server 2 $ 9,156  $ 18,312  

 SQL Server 2014 Enterprise Core 4 $ 9,252  $ 37,008  

 SQL Server 2014 Standard Core 4 $ 2,417  $ 9,670  
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Non Highly Available Option 
If for budget reasons a decision is made to not implement a highly available architecture in Azure, a 

reduced set of servers could be implemented.  All four tiers would still be required, so there would still 

be four VMs implemented.  For the SQL Server tier, Enterprise Edition would no longer be required, as 

the Availability Group feature for high availability would not be implemented.  SQL Server 2014 Standard 

Edition would be the recommended version. 

In single instance implementations in Azure, no Service Level Agreement is provided by Microsoft.  

Details on the Azure SLA can be found at http://azure.microsoft.com/en-us/support/legal/sla/. However 

the storage for all the VMs is still highly available and protected by replicating across three physical 

copies.  While the individual servers may go down unexpectedly, the storage will still be protected.  The 

equivalent on premise experience would be an unexpected power outage or server reboot. 

Mitigation of the planned outages in single instance VMs may be something that can be controlled to a 

degree.  Further investigation of this is required if this is a desired option.  For some good background 

on the issue, please refer to http://up2v.nl/2014/11/19/microsoft-azure-virtual-machines-in-future-will-

remain-active-when-host-reboots-for-planned-maintenance/. 

Web Front-end 
server (P-WFE-1)

Application 
server (P-APP-1)

P-SQL-1 
(primary) Site-to-Site VPN

Or
AD FS Trust

On Premises 
Network

P-AD-1

On Premises
AD

virtual network
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15  

Pricing 
Scenario Monthly License 

Purchase 

Purchased SQL Licensed Farm Total $ 1,598  $ 27,982  

Azure SQL Licensed Farm Total $ 1,912  $ 18,312  

 
Purchased SQL Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End 1 D3 4 14 $ 499  $ 499  

P-APP SharePoint App Server 1 D3 4 14 $ 499  $ 499  

P-SQL SQL Server (no Azure SQL license) 1 D3 4 14 $ 499  $ 499  

P-AD Active Directory Domain Controller 1 A1 1 1.75 $ 71  $ 71  

 

Azure SQL Licensing       

Server Description Quantity VM Cores RAM 
(GB) 

 Unit 
Cost  

 Cost  

P-WFE SharePoint Web Front-End 1 D3 4 14 $ 499  $ 499  

P-APP SharePoint App Server 1 D3 4 14 $ 499  $ 499  

P-SQL SQL Server with SQL 2014 Standard 1 D3-SQL-Std 4 14 $ 813  $ 813  

P-AD Active Directory Domain Controller 1 A1 1 1.75 $ 71  $ 71  

 

Additional Azure Requirements    

Item Description Quantity  Unit Cost   Cost  

 VM Blob Storage (GB) 1200 $ 0.0252  $ 30  

 SSD Premium Storage     

Bandwidth      

Support      

 

License Requirements    

Item Description Quantity  Unit Cost   Cost  

 SharePoint Server 2 $ 9,156  $ 18,312  

 SQL Server 2014 Standard Core 4 $ 2,417  $ 9,670  
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AD FS Versus Site to Site VPN 
In the suggested architecture above, a site to site VPN is used to provide connectivity between the 

internal infrastructure and the Azure farm.  A one-way trust would be provisioned through this VPN to 

allow internal AD users and groups to be trusted by the Azure farm.  This would allow IT administrators 

to remotely manage the servers in the farm using their internal AD accounts, and it would allow content 

authors to edit web site content with their internal AD accounts. 

An alternative approach would be to leverage Active Directory Federation Services (AD FS).  While IT 

administrators would need separate accounts in the Azure farm to administer the servers, all content 

authors could use their internal AD credentials to manage content in SharePoint.  To support this, an AD 

FS implementation would be needed in the internal environment, and this would need to be setup as a 

trusted identity provider in SharePoint (a relatively simple exercise). 
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Implementation Plan 
Some of the details of the farm cannot be determined with full certainty until the farm is built and load 

testing is performed.  This is very difficult to do with an on-premises farm, as hardware may need to be 

changed after the build based on the load testing.  In this case, the farm would likely be overbuilt to 

ensure that this is not required.  With Azure it is very easy to change the size and scale of the farm after 

the fact.  VM RAM and cores can be adjusted, and additional disks can be added to the SQL Servers as 

required.  In fact this can be done for known spikes in traffic such as municipal elections, and then 

returned back to the standard levels afterwards.  Azure is a much more flexible and elastic solution. 

Readers may use this document to evaluate the costs and benefits of Azure versus a traditional on 

premise infrastructure.  While the above infrastructure is planned for a production environment, it can 

also be used as a cold standby for disaster recovery.  One of the benefits of Azure is that you only pay 

for what you use.  If the farm was kept deactivated, only storage costs would be incurred, which are 

significantly less than the operating costs.  In fact if SQL was also licensed through Azure, the license cost 

would only be paid for the hours it is on. 

The first step would be to build the Azure farm as specified.  SharePoint 2013 can be installed and some 

initial benchmarking can be performed.  Performance is dependent not only on the farm architecture, 

but also the architecture and quantity of content in the site being delivered.  While a final site may not 

be ready initially, an approximation could be loaded to provide a base for testing.  As the actual site 

comes together the testing can be repeated.  We recommend using Visual Studio Ultimate to perform 

load testing, although any load testing tool can be used. 

If at the end of the testing and evaluation it is determined that an on-premises farm is still the preferred 

approach, all of this work is still very valuable.  The sizing of the farm will drive the purchasing decisions 

for the on premises hardware, and the load testing scripts can be re-used to do the same testing against 

the on premises farm.  The Azure farm can then be deactivated, and kept available as both a disaster 

recovery site and a test farm.  With appropriate backup plans to Azure storage, this site could be quickly 

brought into service with the latest content without any connection to the on premises farm.  It could 

also be used to test major updates to the site architecture, and cumulative updates and service packs to 

the farm. 

If instead the evaluation determines that Azure is the preferred path to take for the production farm, 

the same scripts used to create it can be used to create a second test/DR farm.  This could be placed in a 

different data center altogether, to provide further fault tolerance.  As updates to the farm are being 

made (service packs, cumulative updates, code updates), these can be properly tested in the test farm 

before being applied to the production farm. 
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Monitoring, Patching and Remediation 
Whether a highly available architecture is built or not, it is still critical to monitor the health of the farm.  

This includes installing agents such as System Center Operations Manager to provide the infrastructure 

monitoring, and setting up external monitoring to test the web site frequently, and record not only 

outages but also the response time.  These response time metrics can be used to gauge the 

performance of the site, and whether changes need to be made to the underlying infrastructure. 

If a fully managed solution is desired, one option to consider is the Infrastructure Guardian Cloud 

Management as a Service (www.infrastructureguardian.com/What-We-Do/Cloud-Management-as-a-

Service).  This fully managed 7x24 service provides not only monitoring, but patching of the servers on a 

regular maintenance schedule, and remediation services in the event of a problem.  Infrastructure 

Guardian focuses mainly on the operating system level, but can also manage the Active Directory and 

SQL levels.  For SharePoint, Envision IT can supplement these services to provide the patching and 

remediation services at the application level. 

As an additional extension to the SCOM monitoring, we also recommend implementing System Center 

Global Service Monitor.  This is a Microsoft cloud service that provides a simplified way to monitor the 

availability of external-web-based applications from multiple locations around the world.  See 

https://technet.microsoft.com/en-us/library/jj860368.aspx for details.  This performs two types of tests.  

The first is a single URL check, and the second will execute a Web Test built in Visual Studio Ultimate.  

The second allows for multi-step, authenticated web tests from Microsoft-provided agents in the cloud.  

The same tests can also be used for load testing through cloud agents. 
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Appendix A – Useful Links 
 

Hardware and software requirements for SharePoint 2013 

High Availability and Disaster Recovery for SQL Server in Azure Virtual Machines 

Database Mirroring and Log Shipping (SQL Server) 

Global Service Monitor 

Azure Service Level Agreements 

Manage the availability of virtual machines 

New D-Series Virtual Machine Sizes 

Introducing Premium Storage: High-Performance Storage for Azure Virtual Machine Workloads 

Azure Pricing Calculator 

High Availability Solutions (SQL Server) 

SQL Server 2014 Licensing Guide 

Microsoft Azure Virtual Machines in future will remain active when host reboots for planned 

maintenance 

Infrastructure Guardian Cloud Management as a Service 
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https://technet.microsoft.com/en-us/library/jj860368.aspx
http://azure.microsoft.com/en-us/support/legal/sla/
http://azure.microsoft.com/en-us/documentation/articles/virtual-machines-manage-availability/
http://azure.microsoft.com/blog/2014/09/22/new-d-series-virtual-machine-sizes/
http://azure.microsoft.com/blog/2014/12/11/introducing-premium-storage-high-performance-storage-for-azure-virtual-machine-workloads/
http://azure.microsoft.com/en-us/pricing/calculator/
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