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Extranet Investment

Extranet technology solutions with SharePoint for Internet Sites

Extranet Technologies

Ml rosoft®

SharePoint Server 2010

for Internet Sites Enterprise

Microsoft® .
SharePoint Server 2010

for Internet Sites Standard

Core Technologies

rosoft

arePoint‘Designemom

Microsoft® . .
SharePoint:Foundation2o1o

Enabling Technologies

Microsoft®

~ Forefront
Protection 2010 for SharePoint

Ao Microsoft®

‘Forefront
Unified Access Gateway

J

Enterprise Content Management

Web Publishing

Out-of-the-box Workflows

Social Networking (for authenticated users)
Search

InfoPath Services

SharePoint Businessiintelligence
(ExcelServicesiandPerformancePoint)
Access Services

7 Visio Services

7 Rights for FAST-Searchdor-ShareRoint
(for use outside the firewall)***

L . . N N N

<

/Blogs
7 Business/Data‘Connectivity-Service
7 Claims-Based Authentication
/ Discussions
/ Mobile: Connectivity,
/Multilingual User Interface
/ Permissions Management
/Ribbon and Dialog Framework
/ SharePRoint Workspace
/ Streamlined Central Administration
/Wikis
Workflow

Virus protection

Block inappropriate content

Multiple:Antivirus:engines. — keyword filtering
Configurable alerts

Single point security controls for access policies
Accesscontrol based on user identity, role and device
Inactivity timeouts and re-authentication

Clean up cachétempfiles at session termination




SharePoint Server 2010 for Internet Sites

:, Microsoft® .
# SharePoint Server 2010
for Internet Sites Standard

v Step-up SKU to Enternpriseiis-avalilableito

customers with active SA**

=\ :
S5 Microsoft®

#] SharePoint Server 2010

~ for Internet Sites Enterprise

The ideal solution for enterprise customers
with, multiple domains, acrossimany

who want to provide: highh
availability to thein site: visitors; combinedwittha
powerful search experience.

Extranet Use

¥ Alicense is required for every server((WFEE,

SSA, Index) providing enterprise
capabilities

v Customers will require a completely new
license of FISiEnterprise fif:a.customer-only
purchased the license to FIS:Standard

Product Details

FASTprovidesitheplatiorm for driving
high-volume commerce and content
experiences uniguely personalizedto the
individual. For highly tailored search
solutions or highly/

exxcpeired fe noe ees wdbotas, FAST o p
Search ffor Internet Sites providesthe
industry leading solution.

Features

SSSSKS

FASTIESP 5.3

FAST:Search Designer

Interaction Management Services (IMS)
Content Transformation Services((CTS)
Languages (all)

Connectors (all)
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Extranet Scenarios

* SharePoint Foundations Collaboration Portal
* Internet Web Site Members Only Area
 Board of Directors’ Portal

* CRM Integrated Customer Care Portal

:
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SharePoint Foundations Collaboration Portal

* Simple team sites for collaboration

* Uses Windows Authentication to provide the full Office integration
with SharePoint

* Separate AD installed directly on the WSS server

* Internal SQL farm used for content databases, but SQL Express is
installed with WSS to bootstrap SharePoint from the config
database

* One-way trust allows internal users to use their corporate accounts
to access the Extranet

* Capacity Building Initiative Collaboration Portal
*  Constellation HomeBuilders Customer Service Portal
* SickKids Hospital SharePoint Portal
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http://www.envisionit.com/CaseStudies/Pages/CapacityBuildingInitiativeCollaborationPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/CapacityBuildingInitiativeCollaborationPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/SickKidsHospitalSharePointPortalwithCustomExtranetModule.aspx
http://www.envisionit.com/CaseStudies/Pages/SickKidsHospitalSharePointPortalwithCustomExtranetModule.aspx
http://www.envisionit.com/CaseStudies/Pages/SickKidsHospitalSharePointPortalwithCustomExtranetModule.aspx

SharePoint Foundations Collaboration Portal

Optional DMZ
Search
SharePoint Server 2010
‘Content DBs 3
—~ SharePoint Foundations
l ' Extranet Active Directory
saL SQL Express Firewall Extranet Users
One Way Trust

Active Directory
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Internet Web Site Members Only Area

* Public web site with a private members area
* Typically SQL authentication, but could be AD as well

* Forms-based authentication typically used to provide a rich
login experience

» Self-registration with approvals typically provided

* Cadillac Fairview Retail Web Sites

* Centre for Addiction and Mental Health Problem Gambling
Portal

* Boys and Girls Clubs of Canada
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http://www.envisionit.com/CaseStudies/Pages/CadillacFairviewRetailWebSites.aspx
http://www.problemgambling.ca/
http://www.envisionit.com/CaseStudies/Pages/CentreforAddictionandMentalHealthProblemGamblingPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/CentreforAddictionandMentalHealthProblemGamblingPortal.aspx

Internet Web Site Members Only Area

Optional DMZ
SharePoint Server
Internal WFE
SharePoint Server
Y Application and Indexing
\\
Q
\ . & . . )
= SharePoint Server Publishing Farm Firewall Extranet Users
sSQL
One Way Trust
Optional Extranet AD

Active Directory
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Board of Directors Portal

* Corporate or public sector board of directors portal

* Small set of users that are typically already part of the internal
corporate domain

* SSL publishing of portal externally

* Halton Healthcare Services Board of Directors' Portal

*  William Osler Board of Directors' Portal

 Heart and Stroke Foundation of Ontario
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http://www.envisionit.com/CaseStudies/Pages/HaltonHealthcareServicesBoardofDirectorsPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/HaltonHealthcareServicesBoardofDirectorsPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/HaltonHealthcareServicesBoardofDirectorsPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/WilliamOslerBoardofDirectorsPortal.aspx
http://www.envisionit.com/CaseStudies/Pages/WilliamOslerBoardofDirectorsPortal.aspx

Board of Directors Portal

Wt

SharePoint Server
Internal WFE

Board and Sub-Committee
Members

SharePoint Server
Application and Indexing
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CRM Integrated Customer Care Portal

e Customer care portal
* Accounts are provisioned through the CRM system
*  Microsoft CRM, Sales Logix, etc.

*  Welcome emails are sent automatically when contacts are setup in
CRM

* Groups are automatically setup when accounts are setup

* Contacts are made members of security groups based on their
account relationship in CRM

e Citi Client Extranet
Constellation HomeBuilders Customer Service Portal
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http://www.envisionit.com/CaseStudies/Pages/CitiClientExtranet.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx
http://www.envisionit.com/CaseStudies/Pages/ConstellationHomeBuildersCustomerServicePortal.aspx

CRM Integrated Customer Care Portal

Optional DMZ

N}
'i' SharePoint Server 2010 ~
SQL CRM Extranet Users
One Way Trust 'i"

Active Directory

W et!
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Windows Authentication
.

Pros cons

e Single URL for all users, insideand * AD protocol generally not fire-
outside wall friendly (mitigated by use of

« Works best when user credentials Forefront TMG or UAG)
are stored in AD * Requires a second domain to

e Maximum integration of Office keep Extranet users out of
applications with SharePoint corporate domain

document libraries and web sites

Works well with Microsoft ISA
Server 2006 and Forefront
Unified Access Gateway
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Forms-based Authentication
.

Pros

Can use the user’s email address as
the username

Works best for user credentials
stored outside AD (e.g. SQL Server)

Works best for extranet user
credentials you don’t want to store
in your corporate AD

Ability to manage users without
granting admin access to AD

No additional DCs needed

Cons
User has No Windows Identity

Reduced Office Application
Integration

No SharePoint context available in
Task pane

Unable to launch Office
applications

My Site Link disappears

Need BCS to import Profiles
LDAP vs. Active Directory Logins
Uses Cookies

SharePoint Saturday
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SharePoint SQLFBA Steps

* Ensure that the site is using Claims based security

= If the site is Classic, there is a PowerShell script that will do a one-time
conversion from Classic to Claims

> Swebapp = Get-SPWebApplication(“http://urlToWebApplication:Port”)
> Swebapp.UseClaimsAuthentication = ‘True’;

> Swebapp.Update()

> Swebapp.ProvisionGlobally()

° You need to have a WA zone for the search crawler to work

* Extend the WA site to a new site using FBA
= Name the membership and role manager names
= Set your login form URL

Eyision IT
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http://urlToWebApplication:Port

SharePoint SQLFBA Steps

* Create the ASPNETDB database

= C:\Windows\Microsoft.NET\Framework64\v2.0.50727\asp
net_regsql.exe -E -S ServerNamed DatabaseName-A all

= You need to have the —A all option to have Role support
setup

:
:
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SharePoint SQLFBA Steps

* Setup IIS for the extended site

= Set the connection string to point to the ASPNETDB
database

= Set the providers for Roles, Users, and Profiles for the web
app, Central Admin, and Security Token Service

= Ensure the Names, Application Names, and Connection
String Names are all consistent




SharePoint SQLFBA Steps

* Create your initial SQLFBA user

= Set the default user and role providers to your SQLFBA providers
= Add a new SQLFBA user

= Set the default providers back to c and i so SharePoint claims based
security still works

* Gointo Central Admin and grant site collection administrator
rights to your new user

* Confirm that you can log into the SQLFBA site using the new
credentials

* Grant any additional user or group rights as needed

SharePoint Saturday EYIS]OH IT
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Tools for Updating the FBA Configs

» Steve Peschka’s FBAConfigMgr Tool

= http://blogs.technet.com/b/speschka/archive/201
0/07/28/sharepoint-2010-forms-based-
authentication-configuration-manager.aspx

* Merill Fernando’s FBA Configuration Manager
for SharePoint 2010

= http://merill.net/2010/12/fba-configuration-
manager-for-sharepoint-2010/

= http://fbaconfigmanager.codeplex.com/

[oilvision IT
5 1 SharePoint Solution:
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Envision IT Extranet User Manaﬁer

ExtrarietUserManager @b

arePoint

Home Search Add Configure
Search Add Configure
Groups Group System Settings
Users User General Email Settings
Import Users Pending Approval Email

Pending Approver Email
Welcome Email

Forgot Password Email

e Self-service and business user web interfaces for setup of Extranet users

 Welcome email with account validation and secure password setup

e Password change and self-serve retrieval of lost usernames and password
resets

* Display of sites each user or group has access to across SharePoint servers

e Active Directory or SQL Server forms-based authentication
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Boxs and Girls Clubs of Canada

Mission:

To provide a safe, supportive place where
children and youth can experience new
opportunities, overcome barriers, build
positive relationships and develop
confidence and skills for life.

?
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Boxs and Girls Clubs of Canada

* 104 clubs across the country
e Serving 200,000 children and youth
* Over 700 service locations

* Federated model of governance, not
franchise

* Grass roots — response to local needs is key
e 2007 Operating Standards

e 2009 integration of national regional
offices/staff/budgets

?
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Boxs and Girls Clubs of Canada

* Redevelop the members’ only website as a
knowledge sharing portal and a primary
tool for cultivating donors

* |Integration with MS Dynamics CRM

* Transactional portal as well as document
management solution — purchasing,
donations, grant submissions
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Boys and Girls Clubs of Canada

Demonstration of
o s WWW.bgccan.com

Resources  Partners  What's New

‘ Get Involved b

Elite Player
235 f Sign-up For Newsletter p
Learns More s

|
|

Find a Club

‘ Start a Club p

l145 mmmv@ng

Latest News )
Did You Know? Support BGCC prasn
Club Sobeys and Boys and Girls Clubs of
Canada Partner to Make 2 Difference in
Ontario
Now the ays to support Boys

12192010
Catherine Chen Wins 2010 Microsoft Holiday
Greeting Card Competition

art to

Qur Mission p
Make MSN.ca your homepage
and provide a d“hf‘m" To provide a safe, supportive place
a healthy breakfast! where children and youth can
A i ities,
Only 12 per cent of children and youth Help MSN.ca reach their goal of ::'e;ﬂ:eb::ry:pm:n;zwe
sre meeting the country's guidelines of donating 100,000 nutriti ionships and ‘develop
90 minutes of physical activity a day, 10 Boys aqd s /s 5 anc sk yoin snd sills for life.
which could include organized sports, friends and family to join in supporting ’
riding = bike or walking to school lMore - Morey More

Given the chance, kids would rather
be active

Contact Us | Privacy | &t

SharePoint Saturday @ Boys & Girls Clubs of Canada
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